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Presented at the 56th SVC Technical Conference in Providence, RI in 
the Optical Coating Session on Thursday, April 25, 2013 – with the title 
“Optical Interference Filters for Anti-counterfeiting Applications.”

Interference filters as optical security devices have been in circulation 
for more than 25 years and are still going strong. Although 
initially used only for their color shifting properties, throughout 

the years, additional features have been added to these structures in 
order to increase their efficiency and simplicity of use. Such features 
include metamerism, magnetic materials, diffractive gratings, etc. 
These structures have also been rendered active by, for example, the 
integration of fluorescent and piezoelectric materials. In this work, we 
present three specific additions, mainly: a) metamerism as a means 
of creating hidden image effects, b) side-dependant color of potential 
use on transparent substrates such as polymer and/or polymer-paper 
hybrid banknotes, as well as c) electrochromic devices based on WO3 
displaying two levels of authentication, the classic angular color shifting 
properties but also a voltage-driven color change. Finally, we discuss the 
performance and applicability of such devices for anti-counterfeiting 
applications.

Introduction
Counterfeiting’s impact on the world economy is undeniable with 
estimated monetary losses often reaching hundreds of billions of 
dollars every year [1]. Another side effect of counterfeiting, which is 
much harder to evaluate, is its social impact. For example, in Canada, 
the percentage of what are judged harmful counterfeit products has 
increased from 11.5% in 2005 to 30.4% in 2012 [2]; such products, 
which include pharmaceuticals, consumer electronics, toys, etc., are 
deemed as “harmful” since they are rarely made under stringent 
conditions and submitted to quality control procedures. As a result, they 
pose a direct threat to the public’s health and safety. It has, therefore, 
become more important than ever to implement various protective 
measures; one of these being the use of anti-counterfeiting devices.

Optical security devices [3], mainly so-called interference security 
image structures (ISISs) have, for more than 25 years, efficiently 
protected countless banknotes, documents and products and, continue 
to do so till this day. The iridescent feature of an ISIS, that is its change 
in color as a function of the observation angle, is indeed an effective 
means against most types of reprographic processes, most prominent 
being ink jet printing. Over the years, various features have been added 
to these basic devices to complexify them in order to stay one step 
ahead of counterfeiters, but also as a means of making them easier to 
use and authenticate by the general public. The following work covers 
some of these recently explored concepts such as metamerism, side-
dependent colors, as well as the use of active electrochromic materials. 

Experimental Details
Filters presented in this work were designed either using OpenFilters 
[4] or Matlab and were deposited, in the case of the metameric filters, 
in a Spector II dual ion beam sputtering system manufactured by 
Veeco-Ion Tech or, for all other filters, in a custom-made chamber by 
RF magnetron sputtering from 5 cm targets. The electrochromic (EC) 

filters were deposited onto ITO coated glass from Delta Technologies. 
All additional experimental information can be found in the referenced 
material. 

The optical properties of the films were assessed using spectroscopic 
ellipsometry (J.A. Woollam Co., Inc. M-2000 and RC2) in combination 
with transmission measurements (Perkin-Elmer Lambda 19). 

Metamerism 
Metamerism is a property where two objects possessing different 
reflection or transmission spectra are perceived as having identical 
colors. By definition, the color matching properties of metameric pairs 
are therefore highly illuminant and observer dependent. As early as in 
1973, J.A. Dobrowolski et al. proposed a concept based on metamerism 
where a set of two interference filters of identical colors would, when 
superposed, block all incident light [5]. More than 20 years later, in 
1995, R.W. Phillips et al. suggested the application of Fabry-Perot-like 
(FPL) metal dielectric filters (mirror | dielectric spacer | thin absorber; 
e.g.: Al | MgF2 | Cr) to generate metameric pairs [6]. By varying the 
thickness of the dielectric spacer it was shown that one could fabricate 
reflection-based devices which showed identical hue and saturation 
with slight variations in brightness. On the other hand, the fact that 
these filters possess different reflection spectra at normal incidence 
results in their displaying different angular color variations. Thus by 
juxtaposing and patterning such filters, hidden image effects can be 
generated. Additionally, one can replace one of the filters by a non-
iridescent metallic ink to obtain a similar effect and save on fabrication 
costs. However, it can also be shown that these FPL metameric pairs are 
fairly sensitive to changes in light sources and observers hence limiting 
their applicability [7]. 

Recently, it has been demonstrated that by using all-dielectric 
filters with a slightly higher number of layers, one can design and 
fabricate metameric filters which match a non-iridescent transparent 
colored paint under most lighting conditions and even for color 
blind individuals. This performance is obtained by decreasing the 
metamerism of the filter/non-iridescent material pair and leaning more 
towards isomerism, that is, identical spectra. Moreover, these devices 
can be used in transmission, a mode of authentication which is gaining 
in popularity in part due to the increasing use of polymer banknotes as 
well as the introduction of paper/polymer hybrids. 

Figure 1 shows an example of such a filter consisting in 9 layers 
of SiO2 and Ta2O5 deposited by dual ion beam sputtering [8,9]. The 
fact that the filter’s transmission curve follows that of the transparent 
paint in most of the visible spectrum results in a color match under 
the majority of typical lighting conditions (see ΔE*

ab values in Figure 
1a). It is important to add, that aside from the previously mentioned 
benefits, this type of feature is mainly useful due to the presence of a 
color reference which protects against the use of available iridescent 
consumer products such as co-extruded polymer wrapping foil which 
assuredly would not possess the appropriate color. Finally, an example of 
a prototype device showing a hidden image effect is shown in Figure 2.
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 Figure 1. a) Example of a metameric filter designed and fabricated to match the transmission of a yellow 
colored transparent paint and b) a picture of this filter (left) and Pantone ink (right) taken in front of a 
computer screen at normal and oblique incidence showing a yellow to bluish-green color shift. Notice how 
the color difference in the L*a*b* color space (∆E*ab) remains low under three very different CIE illuminants 
(D65 - Sky with a correlated temperature of approximately 6500 K, A – Incandescent lighting, F1 – 
Fluorescent lighting). For values of ∆E*ab <2 , no color difference can be perceived. 

Figure 2. Example of a metameric filter 
matching an orange colored transparent 
paint. Both elements have been patterned in 
order to create a hidden image effect. One can 
indeed see that an arrow, which is not visible 
at normal incidence, appears at higher angles 
due to the orange to yellow color shift of the 
interference filter.

Side-Dependent Color
It is well known that filters in 
which absorption is present 
can display side-dependent 
reflection and absorption 
characteristics [10]. In the 
case of metal-dielectric filters, 
if the metal films are made 
thin enough, one can also 
benefit from the presence of 
transmission. This bicolor 
effect is interesting since it 
is counterintuitive; indeed, 
most semi-transparent objects 
which surround us do not 
display side-dependent color. 
As a result, such filters can 

display a total of three different color shifts: two in reflection from sides 
A and B, and one in transmission. 

One way of obtaining such an effect is to use two asymmetrical 
dielectric stacks on both sides of a thin metallic film. This type of 
structure allows for a transmission which can be kept quite high, 
depending on the metal film’s thickness, but a fairly large number 
of layers can be required in order to obtain the desired optical 

performance. Another structure of interest which offers less design 
flexibility but which requires only five layers due to a combination of 
interference and selective absorption is a FPL filter where the mirror 
is made semi-transparent (absorber | dielectric | thin metallic mirror 
| dielectric | absorber). Figure 3 shows an example of a five-layer 
structure which presents a purple color on side A, a yellowish-green 
color on side B and a grayish-purple color in transmission which, is 
side-independent. Also note, that although the transmission is fairly 
low, it is still sufficient to be clearly perceived (absorption is relatively 
high due to the presence of three metallic films). Recently, a similar 
effect was demonstrated using surface plasmon resonance of metal 
island films as a wavelength-specific absorber and thus as a means of 
lowering the total absorption and increasing the transmittance [11]. 

Once again, applying such a feature on a transparent medium can 
lead to very interesting possibilities, and from a manufacturing point 
of view the presented five-layer structure is very similar to present-day 
FPL filters such as those used in optically variable pigments [12]. As 
a result, essentially all the colors available using a typical three-layer 
reflection based FPL are also available using the present structure for 
reflections on sides A and B and, consequently, an infinite number of 
color combinations can be considered. 

Figure 3: Reflectance measured at 25° and transmittance at normal incidence of a five layer FPL structure 
where both dielectric spacers are asymmetrical. One can see that the reflections from sides A and B are 
quite different and although the transmittance is low, it is still sufficient to be clearly observed. Side A 
shows a purple to green color shift in reflection while side B shows a yellowish-green to dark blue shift 
while in transmission, a shift from dark pinkish-gray to greenish-blue is obtained. 

Active Electrochromic Materials
Active materials such as thermochormic, photochromic, luminescent 
and others, whose appearance can be changed by the application 
of an external source of energy, have been considered and in some 
instances even implemented into security [13]. In the particular case 
of electrochromics, in one example, it was suggested to use methyl 
viologen in a matrix of paper as a means of authentication for tickets 
and vouchers [14]. In another example, a modified EC viologen 
containing TiO2 matrix apposed onto a white reflector was suggested 
for displays but also for security tags [15]. Particularly interesting is the 
suggestion to use the radio frequency identification (RFID) technology 
which is present in some documents such as passports to power the 
feature itself. However, a total thickness of approximately 30 μm may 
limit the applicability of this technology in some areas of security (e.g.: 
banknotes). Now, in all of these examples, the features only display a 
color change upon the application of a difference of potential. Hence, 
the question which arises is, can EC materials be incorporated into ISISs 
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and consequently offer features with two levels of authentication. The 
answer is yes!

It has indeed been recently demonstrated, that all-dielectric filters 
based on WO3, the most popular inorganic EC material due to its 
large coloration efficiency, show both iridescence as well as a voltage-
driven color change. Such filters have been fabricated using one of 
the following two material combinations as the low and high index 
of refraction materials required to obtain an index contrast: porous 
and dense WO3 [16], WO3/SiO2 composite films and pure WO3 [17] 
and finally porous NiO and WO3 [18]. All of these filters require 
the insertion of ions (H+ or Li+) and electrons in order to display 
their electrochromism and therefore need additional layers to form a 
complete all-solid-state device (electrodes, an electrolyte and, in most 
cases, an ion-reservoir) [19]. As a result, quite a large number of layers 

are required and thus the total cost of such features may be too high for 
anti-counterfeiting applications. 

There is, however, an alternative solution which consists, once again, 
of using a FPL structure. In fact, S.K. Deb in 1973 presented an EC 
device based on the following structure: electrode | WO3 | insulator | Au 
[20]. Looking closely, one rapidly realizes that such a structure is very 
similar to FPL metal-dielectric filters. The bottom electrode can indeed 
also play the role of a mirror, the WO3 and the insulator can represent 
the dielectric spacer, and the top electrode the thin absorber. Although 
gold is not an ideal absorber for FPL filters due to its non-neutral color 
as well as its n/k ratio which is far from the ideal value of 1 [21] for 
wavelengths above 500 nm (approximately 0.13 at 550 nm [22]), it is 
still possible to obtain appreciable color shifts by using it. Gold was 
chosen by Deb since it is possible to deposit very thin films (8-12 nm) 
and still obtain a considerable conductivity. In addition, gold typically 
follows an island-type of growth such that very thin films are still partly 
discontinuous. As a result, in the case of a Deb-device, water from the 
ambient environment can diffuse through the top gold electrode and be 
absorbed into the electrolyte. Upon application of a voltage, the water 
is dissociated into H+ and OH- ions, and it is these generated H+ ions 
which are inserted into the WO3 in addition to the electrons from the 
bottom electrode [23]. The result is a dark and opaque blue coloration 
typical of WO3-based devices. 

This concept has been explored and devices based on a V mirror | 
WO3 | SiO2 | Au structure have been designed and fabricated. Choosing 
the appropriate thickness of WO3 and SiO2 is important in order to 
optimize the device performance as well as color at normal incidence. 
Figure 4 shows the reflectance variation upon the application of a -4 
V potential. One can clearly see that a significant change in reflectance 
and color is obtained in the initial 5 to 10 seconds of coloration. 
Applying a positive potential bleaches the device and brings it back to 
its initial state.

Finally, there are still some issues which need to be addressed. First 
and foremost, the color at normal incidence should be more contrasting 
as a purple to dark blue color change is not very striking; thus a goldish 
color (complementary to the dark blue) would be more appropriate 
and is easily obtainable. Secondly, the top gold electrode is fragile 
and lamination would be crucial in ensuring long-term durability. 
Unfortunately, encapsulating the device will render it non-functional 
due to the absence of water absorption. One possible solution, aside 
from adding an ion reservoir, consists in using other electrolytes such as 
Cr2O3, which have shown a high propensity to absorb water and render 
devices functional even under vacuum [24]. 

Conclusions
Although ISISs have been in circulation for practically three decades, 
engineers and scientists are still finding innovative ways in which to 
implement them. Fabrication complexity is generally increasing which 
from an anti-counterfeiting point of view is exactly what is needed. 
However, one must never forget that cost, on the other hand, must be 
kept as low as possible; this is especially important when applying a 
feature onto billions of banknotes. 

Through the use of metamerism, side-dependent color and active 
materials, ISISs are becoming progressively more interactive and 
promising; this will positively impact their appreciation by the general 
public and thus lead to an increase in counterfeit detection.  
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Figure 4. a) Reflection spectra at 25° of a FPL electrochromic device based on a vanadium mirror/
electrode, a WO3 EC film, a SiO2 electrolyte and a top gold thin absorber/electrode. One can clearly see 
the presence of interference effects at the 0 second coloration stage. Upon application of a -4 V potential, 
the reflectance changes significantly especially for wavelengths over 550 nm (the absorption maximum 
is typically around 1 μm). In b), the angular color variation from purple to yellowish-green and voltage-
driven color change between purple and dark blue are shown. Finally, in c), photos of the device taken 
at different angles and states are also shown. Note that the brightness of the feature can be increased by 
replacing the vanadium bottom electrode by aluminum.
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